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Trojan Horse

A Trojan horse or Trojan is a kind of malware that frequently changed as authentic software. Unlike computer
worms and viruses, Trojans are not able to self-replicate. Hackers and cyber-thieves who try to gain access to a user’s
system use Trojans. Users fall for some form of social engineering and accidentally load and execute Trojans onto
their systems. After the activation process, Trojans allow cybercriminals to spy on the users, steal their personal data,
and gain backdoor access to their system.

Top 5 Actions of Trojan Horse Virus
These actions can include:

 Blocking data
 Deleting data
 Copying data
 Modifying data
 Disrupting the performance of computer networks or computers

Types of Trojan Viruses
Some of the key Trojan varieties include:

 Trojan-Banker
This Trojan has been designed for stealing account data for online banking systems, debit and credit cards.

 Rootkit
This is a sophisticated type of Trojan capable of providing remote control of a victim’s device to the cybercriminal.
These Trojans allow the victim’s device to be used as part of a botnet.

 Trojan-FakeAV
This Trojan horse program misrepresents the security status of a computer. These programs convince the user to
purchase software in order to remove non-existent malware or security risks from the computer. They continually
prompt users to pay for the software using their credit cards. Some programs make use of strategies designed to
disrupt or irritate the activities of the user until the software is purchased.

 Trojan-Ransomware
This is a type of Trojan that prevents a device from functioning properly. It encrypts data and then demands a ransom
for the decrypting code.

 Trojan-Spy
Trojan-Spy programs spy on how you go about using your computer. For instance, these programs track the data you
enter through your keyboard by getting a list of running applications or taking screenshots.

How Does a Trojan Horse Work?
Let’s understand the workings of a Trojan horse virus through an example of how a Trojan horse could have been
used to infect a personal computer:
First, the victim receives an official-looking email with an attachment. This attachment contains malicious code that
gets executed immediately after the victim clicks on the attachment. The victim does not experience anything bad
because the computer continues to work as expected. The victim does not even suspect that the attachment is, in fact,
a Trojan horse that has successfully infected the victim’s computing device.
The malicious code continues to remain undetected until a specific date or until the time when the victim executes a
specific action, like visiting a banking website. When this takes place, the trigger goes ahead and activates the
malicious code and executes its planned action. Based on how the Trojan has been developed, it may delete itself after
executing its proposed function, it may continue to be active or it may return to a dormant state.
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How Trojans impact mobile devices ?

Trojans aren’t problems for only laptop and desktop computers. They can also impact your mobile devices, including
cell phones and tablets.

In general, a Trojan comes attached to what looks like a legitimate program. In reality, it is a fake version of the app,
loaded up with malware. Cybercriminals will usually place them on unofficial and pirate app markets for
unsuspecting users to download.

In addition, these apps can also steal information from your device, and generate revenue by sending premium SMS
texts.

One form of Trojan malware has targeted Android devices specifically. Called Switcher Trojan, it infects users’
devices to attack the routers on their wireless networks. The result? Cybercriminals could redirect traffic on the Wi-
Fi-connected devices and use it to commit various crimes.

How to help protect against Trojans ?

Here are some dos and don’ts to help protect against Trojan malware. First, the dos:

 Computer security begins with installing and running an internet security suite. Run periodic diagnostic scans
with your software. You can set it up so the program runs scans automatically during regular intervals.

 Update your operating system’s software as soon as updates are made available from the software company.
Cybercriminals tend to exploit security holes in outdated software programs. In addition to operating system
updates, you should also check for updates on other software that you use on your computer.

 Protect your accounts with complex, unique passwords. Create a unique password for each account using a
complex combination of letters, numbers, and symbols.

 Keep your personal information safe with firewalls.
 Back up your files regularly. If a Trojan infects your computer, this will help you to restore your data.
 Be careful with email attachments. To help stay safe, scan an email attachment first.

A lot of things you should do come with a corresponding thing not to do — like, do be careful with email attachments
and don’t click on suspicious email attachments. Here are some more don’ts.

 Don’t visit unsafe websites. Some internet security software will alert you that you’re about to visit an unsafe
site, such as Norton Safe Web.

 Don’t open a link in an email unless you’re confident it comes from a legitimate source. In general, avoid
opening unsolicited emails from senders you don’t know.

 Don’t download or install programs if you don’t have complete trust in the publisher.
 Don’t click on pop-up windows that promise free programs that perform useful tasks.
 Don’t ever open a link in an email unless you know exactly what it is.
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